Googling Security: How Much Does Google
Know About You?

GREG CONTI

By Greg Conti

SECURITY

Read Online ©

Googling Security: How Much Does Google Know About You? By Greg
Conti

What Does Google Know about You? And Who Are They Telling?

When you use Google's “free” services, you pay, big time-with personal
information about yourself. Google is making a fortune on what it knows about
you...and you may be shocked by just how much Google does know. Googling
Security isthe first book to reveal how Google' s vast information stockpiles
could be used against you or your business-and what you can do to protect
yourself.

Unlike other books on Google hacking, this book covers information you
disclose when using al of Googl€e' s top applications, not just what savvy users
can retrieve via Googl€e' s search results. West Point computer science professor
Greg Conti reveals the privacy implications of Gmail, Google Maps, Google
Talk, Google Groups, Google Alerts, Google' s new mobile applications, and
more. Drawing on his own advanced security research, Conti shows how
Google' s databases can be used by others with bad intent, even if Google
succeeds in its pledge of “don’'t be evil.”

- Uncover thetrail of informational “bread crumbs’ you leave when you use
Google search

- How Gmail could be used to track your persona network of friends, family,
and acquai ntances

- How Googl€e' s map and location tools could disclose the locations of your
home, employer, family and friends, travel plans, and intentions

- How the information stockpiles of Google and other online companies may be
spilled, lost, taken, shared, or subpoenaed and later used for identity theft or
even blackmail

- How the Google AdSense and DoubleClick advertising services could track
you around the Web

- How to systematically reduce the personal information you expose or give
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This book is awake-up call and a*“how-to” self-defense manual: an
indispensable resource for everyone, from private citizens to security
professionals, who relies on Google.
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Editorial Review

From the Back Cover

What Does Google Know about Y ou? And Who Are They Telling? When you use Google's "free" services,
you pay, big time-with personal information about yourself. Google is making a fortune on what it knows
about you...and you may be shocked by just how much Google does know. "Googling Security” isthe first
book to reveal how Googl€e's vast information stockpiles could be used against you or your business-and
what you can do to protect yourself. Unlike other books on Google hacking, this book covers information
you disclose when using all of Googl€e's top applications, not just what savvy users can retrieve via Google's
search results. West Point computer science professor Greg Conti reveals the privacy implications of Gmail,
Google Maps, Google Talk, Google Groups, Google Alerts, Google's new mobile applications, and more.
Drawing on his own advanced security research, Conti shows how Googl€'s databases can be used by others
with bad intent, even if Google succeedsin its pledge of "don't be evil ."

- Uncover thetrail of informational "bread crumbs® you leave when you use Google search

- How Gmail could be used to track your personal network of friends, family, and acquaintances

- How Google's map and location tools could disclose the locations of your home, employer, family and
friends, travel plans, and intentions

- How the information stockpiles of Google and other online companies may be spilled, lost, taken, shared,
or subpoenaed and later used for identity theft or even blackmail

- How the Google AdSense and DoubleClick advertising services could track you around the Web
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Greg Conti isan assistant professor of computer science at the U.S. Military Academy in West Point, New
Y ork. His research includes security data visualization, usable security, information warfare, and web-based
information disclosure. He is the author of Security Data Visualization (No Starch Press, 2007) and has been
featured in IEEE Security & Privacy magazine, Communications of the ACM, and |EEE Computer Graphics
and Applications magazine. He has spoken at a wide range of academic and hacker conferences, including
Black Hat, DEFCON, and the Workshop on Visualization for Computer Security (VizSEC). Conti runs the
open source security visualization project RUMINT. Hiswork can be found at www.gregconti.com/ and
www.rumint.org/.
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From reader reviews:



Karen Partain:

The feeling that you get from Googling Security: How Much Does Google Know About Y ou? will be the
more deep you looking the information that hide into the words the more you get thinking about reading it. It
doesn't mean that this book is hard to understand but Googling Security: How Much Does Google Know
About Y ou? giving you thrill feeling of reading. The copy writer conveys their point in specific way that can
be understood by simply anyone who read it because the author of this publication is well-known enough.
That book also makes your own personal vocabulary increase well. That makes it easy to understand then
can go together with you, both in printed or e-book style are available. We advise you for having this specific
Googling Security: How Much Does Google Know About Y ou? instantly.

KateWord:

Reading a book for being new life style in this yr; every people loves to read a book. When you learn a book
you can get alots of benefit. When you read textbooks, you can improve your knowledge, due to the fact
book has alot of information in it. The information that you will get depend on what types of book that you
have read. If you would like get information about your analysis, you can read education books, but if you
want to entertain yourself you can read afiction books, this sort of us novel, comics, in addition to soon. The
Googling Security: How Much Does Google Know About Y ou? offer you a new experiencein reading a
book.

George Seal:

A lot of book has printed but it takes a different approach. Y ou can get it by net on social media. Y ou can
choose the very best book for you, science, amusing, novel, or whatever smply by searching fromiit. It is
called of book Googling Security: How Much Does Google Know About Y ou?. Contain your knowledge by
it. Without leaving the printed book, it could possibly add your knowledge and make a person happier to
read. It is most significant that, you must aware about publication. It can bring you from one destination for a
other place.

Amy Zambrano:

A lot of people said that they feel uninterested when they reading a publication. They are directly felt it when
they get ahalf elements of the book. Y ou can choose the actual book Googling Security: How Much Does
Google Know About You? to make your current reading isinteresting. Y our own skill of reading ability is
developing when you such as reading. Try to choose very simple book to make you enjoy you just read it and
mingle the opinion about book and looking at especially. It isto be initially opinion for you to like to start a
book and examine it. Beside that the e-book Googling Security: How Much Does Google Know About Y ou?
can to be your brand-new friend when you're truly fedl alone and confuse with the information must you're
doing of thesetime.
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